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*epartar~.iz of~ -om.,uter jcit;n,2

..aval Postgraduate n1

1 1116is.aer introduces a matthematical fraewr& for evaluatin,,

* I'e rel.ationsnii. bteen .olicies zanu :;ectianizma. ',n eval'uation

arrr ucn Qailea trie aasignment technique is deifine(. iis tech-

.i-ue cor 2.tSa:tuuo1.nin6 *dn a sitflment uet'.een tnil euurltg

classc~j of' in.L-*r;:atiun estaulioned by policy constrairits, and th~e

* rotectiun domains, establiaaeu by th.e prolertie,6 of' the mechan-

16z :1 zibfl,,ment tecflniqut: provides a tneoreticaI f'oundation

ur a66esir.6 the z-afiiciency of an access control Liechanism with

rezect to a we-'! forzaed protection policy. Althiougni this pap r

prestrnts preliminary reaults ut research, tae roiosed fra.Lewurk

sub~eb a 4 rowisiri-- tew approacn 'Cor evaluatin% tr'ie protection

wectiaiiism6 of existing ana proposea systems. A''-.;,)n For
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su ~ita;ui.-&.ity of a protectiun mechianism for any gi*ven secLA-

it, pQlic,- i6~ not uiways ajpartvn-. Iniis paper presents :;

tneuretaioal founa.itiuri for assessing; ttz suffiuiency c' an :;cce6S

c.ontro.. ;i-caanism *s a £flCafl of en .orc3.nr a nozi-aiscretionary

a rit. i~iLc- techniq.ue, ter:4ea assi,,riment , eataLlisaesa

rtir~1~bet-me,-n tac iniorzation sensitivitiezi of the Liystem

enti tiJes ipartioneL accorainb, to jiolicy constraints), and aoi~i-

nanc: aoiains (innerentiy estaulishea oy a protection mechanism).

.ae azsignment technique provides a method for mechanism valida-

tion, since th. results of the assignment can be evaliuatea to

eotabiizh wrw:ther or Liot the constraints of the policy are met.

T2he 4ssignument technique w~as aeveloiped as a means of identi-

.yinb t~ae limitations of well-formed access control m~echanismls.

he initial investig ationi examinea tria feasibility of usin6 the

I.uLics rigmechanism L13] as a means of enforcin6 a iierarchi-

cal comeromiae ±volicy. Our basic .-ational 0'ecurity p;olicY LW;,J is

U well nnowa example. .t was establi~hed oy assienment (as is

sac~n in tnis paper) that the '44.tica rintg mechanism, of it self,

Callaot eroviiie this security. -,n tLe other hanA, it ij snown

tniat tiae L.,ltio6 rii.0, mecftunim doe6 enforce an iL, ;rtant lfor:.. of

iZ'r arLi. it. te,..ri4t-j policy. This 1pnoeraia inte~r~tj :uecnanism can

be useu to aelimit a most priviletgea set of brograms kiown as tht-

security kernel LlI*j Th t secariti,' kernel. in turn przviaes a

mectianism ;6ufficient to enforce wthtvr security, inte,,nity or

a-Ccess control oolicies. :Iaus, with the security kernel



L e r s.cari-. ; usin. as1biIInent, w~e qave t-aineu a mucn

uctter unatr enuit-n, OL ri aja1iii anuc iitatlonz of a

v i r pro c r.oi mctianism, an. d av& introauced ai tcc2. for ' .he

,6srsnenz of othier ijrotec-.on mnecrianism.



A-

in oruer to clearly ,resr.:t tn assignment techni4ue we bein

in a discussion of tae pririciiples c' access control. iais is

necessary 6ecause mUcn of tn ini-ormation iublishnu in this area

ap:rs to be imprecise or even contrauictory in nature. Some of

tne ztrzinolo6y usea in this paper may aiso appear to contrauict

tntr authors. These aifferences ana aistinctions are ritnen-

tional ana dill ue aiscussea in greater aetail in an anticiputea

tnesis L1-.,J y 1,. Sairlej. This paper merely addresses the

basic frameworK which we choose for our discussion.

-attice Security Policies

A security policy is oaseu upon external laws, rules, regula-

tions ana otner mandates that estaulish what access to informa-

tion is to be permitted. oe choose as our universe of discourse

tne lattice security policies as identifiea by ',alters L15J and

later also described by henning 1j. These universally bounded

lattice structures consist of fCinite, partially orderea sets of

acce6s classes, eaca naving a least upper ana greatest lo.er

bound. Thnis class of policies encompasses many (if not all)

practical policies. S3uch policies are of primary interest to

.. tional ,efense because all non-discretionary security policies

can ue representea as a lattice policy. To be effective, such

policies Lust clearly establisn an access class for all system

entities, i.e., subjects tne active entities) and objects the

passive entities tnat may be reierenced by a subject). Yurther-

.. . . . . .b. . , . . . . . . , i l i . . . .



,;~re, tilt : i.lQ, ::.j iuen-.ifj all Iper Lissicle access relativn~i

~jet~een tnt: Juct. a ob~tects of' variois tiuivalence classe .

~. i-.L olic, ,.zre no. t a to -_.eet tnese t -; r e4I ir ezae n t a t'he

en- orcenment of tau jo' i c ,ol --t e evu-atu

.Qte tn:at, we a.irlj6uisn ',e~e .roceLsses Uan : 3 U L e t s in

thin i~~r :s is necessary because ci' t;: ambi~uity tnat

mli,fnt re.uit witnouL tae distinct noIC4on c,' a sucect asi a

, roces-uoiauin p;air LJ, 1_ , particudlarly when we present a for-

.. alizea aei'inition of a aomain.

,,ccess Relations

-%ny spiecific p olicy will distinguish one or more distinct

aucess relations between suuo'ects and ob~ecis. These are tylpi-

C a ly :a4irrorea in tne "access miode" of thie corresponcain6 protec-

..Lon Mechanism.

:,wo eeneric access aiodes are sufficient fur a Seneral discus-

zion of' tiia Irinciples and policies discusseu in this parer.

.nese are L71 "observe" the ability to observe information' aria

lvaoaiiy" tne ability to modify information). Otner primiitive

access moues are 6enerally just a finer granularity of observa-

tion ana Lodification iriviiedges.

"ne zniorcement of a ipolicj is fundamentally lir ,ited by the

system's granularity of access. Policies that * rescribe aistinc-

zions not recognizeu by the access control mecaanism-6 must be

eni,'orcea in an overly restrictive manner or i-norea. :or exam-

LA



,ic, a iolicj aduressing a concatenation access relation cannQt

, recisely enforced on a system that. does not recognize some

form Qf apperid access :oue.

2n= granuiariti oz access control within a system is depen-

uent upon tne ability to distinguish :ttributes of subjects ana

o ects and upon tne variety of acceos mudes availacle. T:ie

pri.itive access modes are %ssociated wita tne design of tht sys-

em, inaiuaiti tne ;rotection mechanisms, and aesiEnate the asso-

ciated rlents outained oy an access request.

"n Lccess relation is a tuple ( suoject, access mode,

oujct). 2nis tupie sienifies tnat a relation oetween the subject

aria ooject exist such that tne subject is ,er:itteu to access tne

oo'ect witu all tfe priviieges associatea with tne access mode.

'ne urooiem of information security may generally be expressed as

,ne problem of permitting the existence of only those access

relations tnat in no way violate any of the a;plicable systems

±oiicies.

-a~sic .,ational oecurity Policy Example

ne oasic ..ational Security policy is a simple lattice pol-

Cy. 2n, aoioy definei entities as mewzoers of one of four

aitrarcnlcal Ltccess classes A.. - L -A ..... ...-

"i . :n 6 reatest lower bound is ;. .O 1,iEZLD ann the

ieast upper buena ii 2 . 2igure t& ) represents this

lattice structure.



.1 ,servej J.odi f y

i~r 1

ir~ure 1 siW6 tace information flo-. cnaracter-;stics c-

t-1: s lattice ,QiiCY L~J :i iiratrkraserpatn L 1
Jar

be anulj-eu wita resjpeut to .eranissiole access relati,,r.3.

..;St-a U11 tris alla.jsis Of' the perziissiule access relution6

beoen ks'ub~ects anu obJects with) the various access cla-sses,

we dL-rive an alternative i~lustratiun form tiat is convenient for

our analj 3i z ~iiure 1 (C) illust rates tlie basic -ational 2'ec,,-

ritj poA.icy usixib tnis form. ~.ote trnat aL noue represents an

equivaience class cf entities all of-L whicn nave the same accecis

cla..is. A directec; arc represents t iit: peraiss i'Le 3LC Ct SS



r~.~c.~ir~. .c~ctof :nilz source eq4uivualence

t:!. A z destirnatioti :::quivalence ;iuss. 'r arn .t iv t O

ucces-s rclations is not shodn Lut iZ assumes.

i-ecalli tat a syjtem is "SteCure" ii, there are na accLeSs relu-

~io1ls thia t viilate anj apz.Licable 1,olicy. _eJml ecurint;

'OrnlitiOrn LI states tmiat if oioserve access is eri t te, Te n

Z; a tfl access C.USS of tanz su ject is 6reater tnan ur e,_iuu to the

U(Cce66 Class Of It ooject. "Ile "ICon.finement Property" h- is-

vorica;lly k.nown oi thie iess descriptive name a:' * - roperty Lli

-states that if modify access is permittea, tnen the access

* class of the subject is less than or equal to the access class of

the ooject. -,e can see that -i~ure 1\~ is derived direct.ly from

Stwo proiarties.

_Ces ~Lalnrz

Jo far, we have concentratea on the prop;erties of ztolicies.

.oe 1.0'a examine Zne jrperties of the protection mecnanisms uses

to enforce securitj -policies. :he principle notion w e use i s

Ariat of an Access domain.

ii access domain AI is a tuple, ( al, a, , ... 0 ai, ... ,ta

,.nere n is the nu;i.oer of *rimitive access modes in The , zten,,

Lai u i.3 tat. set of ail oo-ects, ,,** ,

.i,icn a irocess executiII6 in 10L:a.;"A may~ ucct:s6 bj access rnode



r~Observe-uouii of' A1  enotea as A i.a oblects

~,ari ' * e modi:'Y-domain ..*I2 is em~t

A set of aominance aomairis are implicitly established by the

9sister' a protection mecnanisms. Thne doazdnance aormains are riot

usociated with an , particularization of processes and oojects,

bf ut ratrier dominate all the domains that rmay occur in the sys-

.)oLoinance ciomains may be tiniquely labeled 'or convenienue.

~r ue i.ultic6 sjstez, for examiple, the dominance aor~lain.s esta-

* b.isnea oy tne rin, mecnanism were 'known as rinrs anu waere

i;uceleG uy riri,, nuaioers. jeihreder's ia'otection mecnanismi also

, 6ts iLuuo±Lers as lacels for aominance uomaina Llc-j

de sas trnat A1, acainates ac ) . if:' :or each ai, a4A2
Sa1A1 I h systeuis protection mechanism then, estaclishes a

set of uaomiinance uomains wnich we can use for valicuation of pro-

.ection aecnanizms. ecause tnese domains dominate all other

aowaia6 ttiat may occur in the system, if we can shoA thnat o ur



j :uus or tnese uaLains, we ave snon tnat it no us ur

Sve ti r, cuuje to cunsiaer only protection -iechan-

isms mniun estaolisa a universally bounued lattice of dominance

auLains. Sucn ;ecnanism6 represent an interestin subset of pro-

zection mecnanisms and uroviue simplicity in this discussion.

2ne ssi~nmeri _enniue

Assibnment is tne estabiishment o a relationsnip bet,'een wo

ent ties sucn that t ie first entity is "assibneu to" the second

entity. iatnematicallj, tne term assignment is not significant.

%ne coula easily nave saia that entity 1 is relatea to entity 2.

intuitively, nowever, assidnment is associated witi the connota-

tion "to fix authoritatively" wnicn precisely sibnifies our

notion of tais ;rccess.

ssinment may ce denoted by a -rapn froz the first entity to

tne second as follows:

"is assigned to"

Ajsignment aoes not alter either entity. Rather, a rei.Ltiun-

snip between the entities is established which can be expressed

in tkie form of a tuple as follows:

IZI



"Il -

11 a514lC toll

of tne means of Crer:senTati,n, rss :%rt i

:e aict o ., as s,,ia Li ng afi entity or set ofe~tts ~t scmt-

otner untity or set ofentities.

n:e essence of tne assiLgnment tecnn1iue is3 relatively s.ue

ilrst of all, consiuer the nature of~ a lattice security 1:olicj.

- jucn a 1;oiio partitions the obiects of~ a system into a lattice

oi-. ciuivaience classes. E'ac' equivalenice class can ue tfloubft O

as an entity subJect to assignment.

filnex consicaer a mecnanism, wnicn estaolishtes a lattice o f

uuLinance aoL~ains. l-ach of these dlomains cain aisc be thouegnt of

as an entity sub~iect to assignment.

since an assignment can be estabiin. ed betw~een any t-wo ent-

tJes, we can. marde an assignment betoveen tne equivalence classe.3

lzst.aUiL.sneU by a lattice sec-urity policy -andi the doz-inance

ur.aiz.5 triat are estaol isn,'eu by 5Oe pro-te-ction ruecnanism. ~

t;itn valiuate tLiat i fur Lni6 assignraent) tne i~ecaanism is suffi-

cient to supiort that LQol icy. This determination is made by exa-

minin6 tne set of access relatiuns tnat tne mecnaniSm permits,

aina testinge for iossible violations of the poli cy.

ae are now ready to illustrate iow we may use this assignment

tecnnijut. to evaiuate protection mecnanisms used in the design o:

ji-ocure com ,uter sjste:Zs.

15j



.e U 6t. : t 3 o 0f th1e aas i-7nrent te n nI qu t; ap e arot

&tuzier f ar r ea Q ,i n~ in zcoie. 1-esearca curren~tly unkerway is

inivesti--atin0, a numoer Of ;OSSioilitieS. :u paper aara-3 se

cLly a few Qf tnv possible ajlCat on6. '.he auth-ors maclebheart-

ealy invite trne reaaer to su6 , est arez's of f' rther r~searcn.

QiT o~.ly, comments, opinions;, and researcn finaiin~s re.';.ateu

tu flCe assibnmnt teennique are 6oliciteu.

:.ultics Ai,, Mecnanism Assignments

:n question of the su~fficien~cy of toe vKultics Hing: ..actianisi

.or enforcement of tne basic ..ational jecurity ipolic- -was the

initiai .problem 'hat proiaptea the cu~rrent researcn effort ana led

to tne for.aulation of tne assi6nment tecflni'-ue. it is aptropri-

z = tcnen, tnzat tuis paper present tiiis ania-ysis as a n Jntrocuc-

tLorj application of 6imple assinment.

Gompromise Policy. ,s statea Lreviously in tais iper, th~e

oa6 i L;-ational ."ec-urity policy1 is a 6imjple lattice security p.ol-

icy. ii~ure 1 C) illustrutes this policy.

:nie dominance aomains of' tne Zultics Rin6 viecnanism are most

zre,,ently snown as concentric rin 5s numberea in iricreasin.

initeeber oraer froa tile innermost rine; or tile kernel. The kernel

A.6 eenerally assi~ned rin6 number . orsimplicity, we only

snow a system with rings 0 thru 3 in tnis ana.Lysis. Jtaer rin,,

rl,.moers ,iLl proauce simcilar results.



t2e L~, 1,Lj aL; i nI i , t- e~±3 uz er o, c1 our L~t t i e

,bo~ervej .U

"is assi rleci To"

"is assi~nea to"

ii-ure 2

,uoi we au~t examine t.fle access relatiorio jerai tteu L',y tne

-echianism aria test for possiole violatiuns of the policy. ~n

oruer to duo so, we must examine the nature of' the -,ultics ?,,in 6

.Le~iax~sal oreooely.

:iie eiuitics ainb viechanism ueterniines trke autnorized access

a .ro~e66 bj ieans of the curren~t ring, number K r). ~~
152 usL



i~cQt Ar-iiicu i, t~xecutin, ir, r. ,i niu:Lter 1 w o uA neeu to0

a r tr U Lor at least ~t2infornation acccrairg to our azsign-

*..e .*.&ltcs RFt-ng ..ecnni.L aiscric-iiates amo-- o q, 0 c !;s by

Lteun6 of a rin6 braco.et. Thne rine, bracket i3 a 3 - tujle -1

,', K-) '),wrre .1,R iI.3 are rint, nu..oers ana -,I < < R ,

.cces6 to oLIect;S is restricted suer. ,na.tae current rinL- o~f

execution must ce 'Less tnani or equal to iie to ooserve inll.ormi:tion

anu iess than or equal to hI' to modify information. Figure 3
sauo4 criaracteristico off tue ring6 brackets both in terms of' the

access imoues usea in tais paper and the access modes used in Iul-

tius.

-xecut.e

1 1 in .rite (;oa ify )

,xC,.i sOerve)

yi~ure 3

;Qaiuer tnen afl object tnat is classifieu as 3L~2. 2cn

all object must be assigned i rin6 bracket suca that it --ay be

observeu bj prces nrig, andJ ring 1 only. h~MIst there-

ure oe 1 A prouitzm now becoLmes alPparen t. t.o .-atter wat value

.e crioose Zor Mii, we art- faced witn a contradiction. 1: f i s 2

or 1 then rP fA& ~oess a oiy~~iles violating

tmo Q;onZ'iaeuent Property. If il is greater tii in 1 ,the restric-

tion6 of the rin 6 mec;hanism would be violated (viz., i > K)

naerefore, we can conciude tnat tnis assignment is not accept-

aulie.



.nlsiaer now t'i u.1.i; st& ir .otentciul tsi riment sc:,e:ze v~:ere

L.e erea±t e t I ote r buurnu of cour l.att ic e Ji.- usig ineu To rjint

/is a.3s ini euT, o

bservej V'iodif

"_S as3ie-fled to"

,serve; 0 r, Iti

u~.LLL L~d

ae nuw atteojqt to assign rin.- orackets to dn cb. ec t c la.3s i-

~i a a , A proolem occurs imeiately. ;e want prcct-sas

executinz, in rirk6 - to *,.e uue to oogerve our *-I%. oibJects, ,ut

then L. process in rin6 -,, that is -d, ill uo be aule

to observe our ooect. ine 2imple s;ecurity Conjiition cannot be

17



r J tais 6 ir~n ~,t I o Ltn= ass ic-nmen-. soneuc_ is not

ince neitrier of: tntvse a zi,,nmenti are _accejtable, arni shift-

intnze riii6 asi, r.atnts nuL.ericaily i~ouldi jield si~zilar results,

wte can see tniat iio Lsibnimant will be acczptai~le. Inerefore, the

i~itc Rn !~ecnall Sm is riot zufficient to erfoc the basi(;

i~atiunai .ecurity colicy for comjromise.

"tie basic -utionaI iLnttegrity Policy j is tne dual of 'he

basic -Aat ional -Jecurity policy. ;hereaa the oecuritj polio;, is

conicernea -with the unauthorized observation of information or

coakromise, the integrity policy is concerned wit', the unautnor-

izda modification o: information or suoversion. :rne assig6nment

tt;crinique snows us that trie :.ultics Rnin6 Cecrianism is not sufifi-

_ient toL enforce tnis aual .olilcj eitiuer.

azl '-utic3 -tin-: eiecnaniisn is not sufficient to enforce t he

oasic ..ational Zoecurity policy nor the U-asic -ational nte,;rity

ioicQy. owever, a .-iuitics Security Kernel has te en -,-si ;ne,.

L 1 )I that is sufficient to sup ;ort cotr. cf these jolicie6- S

;ay seeta to be a cunt ruuictiuri, but it~ Is not. n:e confusion is

uisszi~atea 4ners one aSk3 She qUestionl, ..nat form of policy alcts

the ioult.ica 'Unt, viecnaniSM support?"

Prgam integ rity Policy. The notion of a pro,-am inte.grity

,;ulicy stems from tile aesire to prohibit mouificati ,n of execut-

uule 1)rograms by leos trustworthiy sub-ects. in tne beneral sense,

W I 'i 6,1 to u ensurte I at our more sensitive ~r or a zis are



a.!Lz i a( ;.&TriAt irteori% r *ic* C.CN veV- e :

v i , i ii:or: ation. 'i.,u, ;r r :-. -.'t e tjj ~eaL 6o r.y t

zxec..tiuon unu .uf~ain Irn tnis case, we refina tne access

.ce"ueV'to trnat of "rtudexecute" a-ct-s mnoue, taken i i,

tn~~e~seo:t,.v- general vernacular.

r o br. iLntarit, policy must coridier two issues. ir-,t,

eul et-.t-y w itr-i in t re system1 must Ave a 9roEgraiL ifteCrit.-

uctz claus6, desibriatea 21, assigneu to it. --econu, the orlier-

i o a: przora~i inte~ritj access classes --uAt be fixed accoruin6

tue cor.itruints of tnte policy maker. I.nce trnese issutes are

rot .L V,a w e miay 6uarantee tuat no direct threat is possiole by

en; %rce-ent of tne followin-g conuaition:

.im -rorm ;.te, rity 2criditior, :f Li subec t :a~
.j if" access to an obect, tzn the ;ro,-:ram iitegrit 01

t I' t suu~ect is g reater than o r e-jua1 t o t-ie Ljor ra::
ite~itjof tue oo~ect.

-.tcause roai inte, ritj policies are concerned w i -n tne

tv.%aOf ti n ss1AC indirect modilficati (n of infor:aation I's niot

strictiy .roaiuitea. Thnis p~rovides a certain tiegree cf fiexibil-

it.j . ut a.Ljo irouuces a certain amount olf ribS( Lc- J* -onfinement

of exec~uAton nell~s to reduce the risk of 6ucn an indirect threat.

-a indirect tnreat occurs when a sib~Ject executes a program tnat

nas ueeri moaifieu by anotiier less trust--ortn,' subject. ~e can

furtiier see tne usefulness of confinement in a program inteurity

j ou i.o~ bi noting; tuiat t-uis property supports tne use o f library

fuliction. in a manner directly analogous to tnat for the



.ut lura.. Iute gritj ilic I.e n pa ra rre~r rety

~or ~ro a.. intrit, -as folows

~rrran ,rier-rity ,'onfirnemen-. iro~erty I.: a je c t na 3
exec;..tte aocess t o an oo 'e ct t.n cn t.,.e rra itrtyo
tat' o ;ject iz ;rteuter tnax, or e4ua. to ttn e Lirog ram inte~ritj

-,e craaractvri~tics of' an exa;;.le prodrarm inte~ritj polli in

.e r: s of Laccess Liudes is snowni in -zigure k '2ucn -a oli cy is

in'lerelntly a fLattice i~olicy-

~xecute 
n

: igure

Coniidier now a specific pro--ram integrity policy. According

oc triis i~olii, entities are partizionea into one of -:our access

ciasses desi~nated as aser, 'Ouervisor, itility or K'ernel. -ne

JensitiviTj 0:' tiese access classts is 6j~ecifiea a s : .erne'. >

ia~rvisor > otility > user. ae then consiaer an ussig nment to a

.'ulzics rin, structure a6 sniown in rieure o



-ujerv iLor

o CL Ixecute

"i ujif~xiea to"

- ..odt~ 'Execute

-ead

tea aszi~feQ to"

xiiure o

.xcalijnb trie caracteriszios of' rink, 'ruck~etzs 3flO. In 2fl =-

we u,~ e5J.na-.e "-ax" as ~xn ,the pro~ram iritel-ri-tj uccezs

co -2'as o.1 and 'i"as ~ ,e note th -t .,or t i olicv

afl _di t~r: reater than ur equal to '~I .ilo A tr

4o~nistiuated jpo.-icy req1 uirin6 -.he notion o±f a ".-ate" is dn

.w Ie now exaL;.ine the access relationz pemrnittea by the mecnan-

iozm ana test for possiole violations of the j. .rom ..-Is

examination, we can see tnat tne riead-domains, the :,oai:y-tiomains

ua tne execute-Qoumains for eaca rir.- ("infl ; tnru . ) eri

aAk vajiia .ccess relations to occur, anu± prohiiit tae occurrence
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S ., ivai .ces reiation ,i n respect to th is p;olic . c

or i i,, :i. vLolations are nossiule. Ineref Qre, w:

,u V u Sf. dfl t.U tne i~ultics iinL.%6 ,ecnuniis.. is 6Uff icienL to S).j.-

ort th, is 9rrram .nte -rity lolicy.

.::L6 issue of what forr, of protection the n ..ultics n

. LIaeM proviues, appears to be precisely the issue that ;ulf,

*Jones and t e other aesieners of the "I:YZ7RA" system were attemipt-

in, to naerstanu Llbj. They introauce their discussion uy first

.3ayin6

"Protection is, in our view, a mechanism." L16j

Thaeir uiscussion thien proceeds to make the following general

jtateuenL relative to tne *iultics rinbs:

"Car rejection of hierarchical systea: structures . n

especially ones dhicn employ a sinle hierarcnical relation

for all aspects of system interaction, is also, in part, a

conseqaence of the distinction between protection anu secu-

rity. failure to distin6uisn these issues coupled with a

strict hierarcnical structure leaas inevitacly to a succes-

sion of inereasinjly privile6ed system components, and ulti-

matelj to a "most privileged" one, wrica gain tneir

yrivilege exclusivelj by virtue of their position in tne

nierareny. Such structures are inherently wrong .. ."

..-a the assignment technique been available to the authors of

tne above statement, thej would nave been afforded a means of

La2



"'re-'iielr~ ::,ore S~ev ter,_ rc~e

l for cI.Lr~ r:liii~ sucrn ozcstrvatior i: L

6~ ,. u 6 t as :a eans of =nforc_'a ui : ro,(-ru ine 1

cc , r e6s i st i n, in ne e n orcement U: S~e tem' 3 o.

:rurcruii cur -.y po-.ic e6 v v i a ecur ity .,,erne.

i,- :Ung ecrunisms

-ul-tics -tin, .ecriani,_:: is zy no en tne only fo r:,, 0 1

,11;, ..eciinila. zy alterir.-, tne reuuirtenents o: tne .AirIlLrci:

=;i %u t::%- need for a 4.ate rNezler, o)ne cun coritempjiate aductir.;,

ri:r.. Ltrailism to :Leat oth.,er 3i.ie ierurcnical clO.ic4 e.

2onriier uinl.to ua-3ibrient sninr in .igure 2, but aiterin.,

M.eu of d Is cr ia.i;nat i n. : L-cr o jc-u s si..ch ha-,t, te 1u

~ 3o~eon ~\1) *Eo i~y~r~t.e rules Sn3.vri in

Scan :Luuit tri r; rib 2acnainJim~ to en~orce -toe oa-sio

Io d

L~erve

r j4,>re 7

:!--uru ~ zno6 ua ruiC3 necessary f,)r t i auie

uS6 .bnm~ent us o zIn ir. gi.Ure ~to oUlajt trii34 rnd eohr to



"Se rve

u e Lr t he je Lrie s -u,,--e st i ,s cc oriot lcpe te l c narac -

e ZL-a Dractica. Drotection mecriism. ow eve r, t a Le aro

Llflb riecnisms are auaptaule for the enforcement of' various

si.ji.e aierurcnicai puliCies.

±j~a~iiy.Kecharniszms

Junsideruule efturt is currently unut-rway to 9)rovide P:rovably

-.dcure Ocerat in6 2ystem~i based upon thie capability mechqanizsi

:t i o&-,rtutit to txaciainre .4.at for-.)- ; rotectionu~u

Li.it.teS aotUaL-j prOViac-.

Iuvaci..itj mecnanismo3 zrimiarily estacliish t Wo0 :o-.inan ce

uou).Uains wi ca are enforced bj the 6ystemm nardware. ~ne aomain

consis6ts of' calaoilities, aria thie other is jCtsta r o

jitCOi sucn as seiert a irectoriej. ,0.-cess takies

:10 :10te j tuest: aoLciLnaice douains, owever, because ±

.:ucesses nave access to cuiabilitieo ,s 4ell Liz otr-,er ty--ec

&o~et o with', res,.a-t to a ,rocess, the ca~u~l;4it tc ' n~rafn

, rovi,-s no inherenit p)artitiunirLC, of tit; iYoter n. ni ties atall.

.ii -- ct, I n trj inE, to a et er.:, ine tn e S t r.cture f: o- i

;Q.ains3 for [kn-cLaui lity ol ec ts, we :enounlter a verizaL-'e



3~I .icure. ai~ ia±Lity 4~c~i~.5 Cf 'l~irot S .;:fi-

exun , rZ: orcemerl.~ uf ail. nion,-ui crez.iarj i:u! cy.

Tis . i oz to say t;iar La capuabilitj' mechanism iS notr,

~or xa.ptrt mecafl.sm can proiect a securi-ty Lernel in murL

jal *,4J a-- rin'6s irotec, t f: ernei~ in -,n ::'u tic6 aes15n.



ssirn~ent nas been snown to be a useful tecrniue in

eva-Latin the sufficiency of a mechanism to eniorce a security

oiiCj. 'Tis t ~cnnique is cased upon a fornalizei notion of

uomains anu tne lattice nature of security policies.

nis metnod proviaes consiaeraule insight into tiie nature of

access control. Oharacterizing a subject as a process-dcmain

* air, we observe that non-discretionary protection is dependent

only upon tue dominance domains estaolisned by the systems

Lecnanisms an the access relations oetween these domains. :he

nature of the computation is irrelevant. Furthermore, one can

ooserve that any protection policy can only be implementea on a

computer systema which nas some form of system isolation pronijit-

in6 the users f'ro; alterin6 the system's isolation method.

2his paper presents an introduction to assignment, ana

several siE.ple examples have been investi6ated. Consiuerazle

researcn effort is still necessary. Of particular interest is

tne use of trie assignment tecnnique as a 8uile in the construc-

ion of new mechanisms to meet classes of policies of broaa

interest. Assignment research has alreauy provided consiaeracle

insi-ht to tne nature of securitJ enforcement, providing a neans

of foriaily presenting the characteristics of mechanisms and pol-

icies. .iecnanisms can be cate6orized by the type of enforcement

26
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